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Information Classification and Retention Matrix

CATEGORY Description Sample Documents/Records Physical and Administrative Controls Reproduction Distribution Retention Destruction/Disposal
Information that may be broadly
distributed without ing d to th
stribute ,WI . ou.causmg EINELESEOE Marketing materials authorized for public :
organization, its employees and R Author/Asset Owner: responsible for
A . release such as advertisements, brochures, . ¥ - - . . .
Public stakeholders. A Director must pre-approve X assessing confidentiality category and Unlimited No restrictions No restrictions Recycling/trash
) L published annual accounts, Internet Web ) ) ) )
the use of this classification. These ) implementing any marking requirements.
. pages, catalogues, external vacancy notices
documents may be disclosed or passed to
persons outside the organization.
Departmental memos, information on internal
Information whose unauthorized bulletin boards, training materials, policies, Internal: use a sealed envelope.
disclosure, particularly outside the operating procedures, work instructions, Author/Asset Owner: responsible for Limited copies may be Paper documents: shred.
organization, would be inappropriate and guidelines, phone and email directories, assessing confidentiality category and made only by employees, |External: use a sealed envelope.
Internal inconvenient. marketing or promotional information (prior to |[implementing any marking requirements. or by contractors and third No restrictions Electronic data: erase media.
authorized release), investment options. parties who have signed |Electronic: use Teams, OneDrive/SharePoint, and internal Send CDs, DVDs, dead hard
Disclosure to anyone outside of The transaction data, productivity reports, User: responsible for proper storage and an appropriate email system. Encryption is required for transmission to drives, laptops etc. to IT for
Software Bureau requires Director level disciplinary reports, contracts, Service Level |document control. nondisclosure agreement. [external email addresses. appropriate disposal
approval. Agreements, internal vacancy notices, intranet
Web pages
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Information Classification and Retention Matrix

Data Type

Type of Record

Retention Period

Reason for Length of Period

Personnel files including training records
and notes of disciplinary and grievance
hearings

6 years

Statute of Limitations

Application forms/interview notes

At least 6 months from the date of the
job advertisement

Time limits on litigation

Facts relating to redundancies where less

6 years from the date of redundancy

As above

Facts relating to redundancies

12 years from the date of the
redundancies

Limitation Act 1980

Income Tax and NI Returns, including 6 years Statute of Limitations
Statutory Maternity and adoption Pay 6 years Statute of Limitations
Statutory Sick Pay records and calculations 6 years Statute of Limitations
Wages and salary records 6 years Taxes Management Act 1970

Individual pension entitlement and

As long as there is a member or

Pensions Act 2008

“@ |contribution history dependant liability
. Social S ity (Clai d
g Accident books, and records and reports of ekl Sy | .alms an
. 6 years after the date of the last entry Payments) Regulations 1979;
(7] accidents
E RIDDOR 1985
Management of Health and Safety at
a. Health Records During employment & . i
Work Regulations

Health Records where reason for

termination of employment is connected 6 years Statute of Limitations

with health, including stress related illness

Medical records kept by reason of the

Control of Substances Hazardous to
Control of Substances Hazardous to Health 40 years .
. Health Regulations 1999
Regulations 1999
A ired f tenti f
ISMS Documentation Common Sense s requlre orre er.1 .|on °
evidence for auditing
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Data Type Type of Record Retention Period Reason for Length of Period
At least 6 years from the date that the
Correspondence customer ceases to trade with The Limitation period for negligence.

Software Bureau, in case of litigation.

Job details and records

2 years

Reasonable period to cater for
customer enquiries.

Customer

Data

Suppression Lists

"Delta" - incremental - releases and indices
are held onto as long as is required to allow
us to build full builds of suppression lists
Source data is removed within 30 days
from receipt

Requirements of the Suppression
List build process

Bureau Jobs

At the end of every month any bureau job
older than 2 months is archived. Any
archived jobs older than 3 months are

deleted completely.

Allowing reasonable time for
responding to complaints

Support Queries

None once specific job is completed
unless specified under contract.

Data Protection Act.

SwiftCore/
Clean Contacts

Cloud based service, all data is
automatically encrypted, anonymised and
deleted. No data retention once processed

Highest level of security and
customer confidence.

CIP

Client Address Data — 45 days auto cull (Time to
Live in Cosmos DB)
Meta Data — hold on to it for 12 months for
analysis purposes
Downloaded data is to be treated as Test Data
CIP data is single PIl (just address)
Refer to "CIP DPIA v2.docx" for more detail

Highest level of security and
customer confidence.

SFTP Data

Data uploaded by clients to our SFTP can
be remotely deleted by the client if they
wish. Otherwise all content is
automatically deleted once it reaches 31
days in age.

Allowing reasonable time for
reference to supplied files for both
client and ourselves

Test Data

Unless data reflects a suppression list, then
test data should always be pseudonymised
using SafeData or by removal of
unnecessary details (e.g. Name elements)
In both cases the data will never require
destruction. Test data can be included in
Bitbucket repositories for automated

testing.

Data is non-personalised or bound
by other requirements

Public
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